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Once a technology
makes something possible,
it gets applied,
whether for good or bad.

Donald A. Norman




What to

Believe?
















Yesterday a lot of you
alerted me to a picture
of a Taliban propaganda poster
with Bert!
Reality is imitating the Web!

I am honestly freaked out!

“Bert Is Evil”
Webmaster













facebook







500,000,000+ active users
(200,000,000 access via mobiles)

50% log in every day
700,000,000,000 minutes/month

http://www.facebook.com/press/info.php?statistics




900,000,000 objects to interact with
(pages, groups, events)

Average user creates
90 pieces of content per month

30,000,000,000 pieces of content
shared every month

http://www.facebook.com/press/info.php?statistics




#1

photo sharing




Status updates
Messaging
Video sharing

News sharing

Location sharing

Advertising
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The Story of Zack







Home Web page of Arthur R. Butz

Associate Professor of Clectrical Englineering and Computer Science
Northwestern University, Evanston, Flinods, USA

AN Buts 19952004




Article published in the Dally Northwestern of May 13, 1991, corrected May 14,

A short introduction to the study of Holocaust revisionism,

by Arthur R Butw










Virus
Worm

Trojan Horse

Spyware




Virus
Self-replicating

Infects another program
& uses that to spread

Alters the way a computer operates




Worm

Self-replicating

Uses a network
to send copies of itself
to other computers

Spreads without human intervention




Trojan Horse

Malicious program
that disguises itself as

legitimate software

L.ooks harmless or useful,
but hides something harmitul




Spyware

Gathers information
about you & your computer use

Transmits information
to an external entity
without your knowledge
or informed consent




Wireless







What'’s a packet sniffer?

A program and/or device
that monitors the data
passing through a network

It can tell the user
where data is coming from,
where data is going,
and what the data is




WIRESHARK

www.wireshark.org
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Firesheep
Appeared October 27, 2010

Firefox extension

Makes cookie sidejacking easy
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The solution: encryption

40




Service providers
(Facebook, Yahoo Malil, Twitter)

need to use HTTPS everywhere




Send email using encryption

Read email using encryption

IM using encryption

Conduct e-commerce
using HTTPS




VPN
(Virtual Private Network)
encrypts all Internet traffic

StrongVPN
www.strongvpn.com
$7/month




Email
v Gmail

v' Hotmail




IM
v Skype

v Google Chat




Firefox extensions
v HTTPS Everywhere

v Force-TLS




Google Chrome extensions

v' Secure Login Helper

v' KB SSL Enforcer




For more info, see my
“Coftee shop WiFi for dummies”

www.securityfocus.com/
columnists/385




Backup







A problem has been detected and windows has been shut down to prevent damage
TO your computer.

DRIVER_IRQL_NOT_LESS_OR_EQUAL
If this is the first time you've seen this Stop error screen,

restart your computer, If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup Options, and then
select Safe mode.

Technical information:

Wkk STOP: Ox00000001 (OXO000000OC, 0x00000002, 0x00000000, OXF86B5A89)

etk gv3.sys - Address FBGBSAB9 base at F86B5000, DateStamp 3dd9%9leb

geginning dump of physical memory

Physical memory dump complete.

contact your system administrator or technical support group for further
assistance.
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Backing Up

Online




Dropbox
www.dropbox.com

\Y%eVAY
WWW.IMozy.com

Backblaze
www.backblaze.com




CrashPlan

www.crashplan.com




Settings
HIsIOry
Friends

Deslinations

Smse rmrgen be egn

Welkome to Crash™an

Choh Start Backup 10 Dack up your Nes 1o
a~d no monthly feer

1ra] Ofr Chodde other Sosl

PLAN

} FOr gredter spoed, sedurny




CrashPan provdes secure unkmited backup 1o mutiple destinatons. Add destinations 0 amgrove your CrashPian

»
o™

(] Back up 10 & 15end’s Compuler and pay no Monthly feat. Nead more +0om7 Alach an sxemal drive 1 P PC
Friends

- Back up Detwoen your computons. Lapiop 10 deshnop, home 10 offce, Mac o PC_ £ ol worg!
Computern

Back up dvectly 0 an aached drive. Move dove %0 2 remole PC 1o continue offsiie protecton

Back up to your tavonie thed-party provider oniine




Data encrypted
during transport

& 1n storage







1 PC/$54/year
All PCs/$100/year

Unlimited data




Backing Up

Locally




Time Machine




Backup and Restore Center
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Lt backug: 08 L A4S AM
Where 10 sove Ties )
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Backup
Personal
Files

Complete
PC
Backup

Automated
Backup

Home Basic

v

Home
Premium

Business

Enterprise

Ultimate




CrashPlan




CrashPan provdes secure unkmited backup 1o mutiple destinatons. Add destinations 0 amgrove your CrashPian

»
o™

(] Back up 10 & 15end’s Compuler and pay no Monthly feat. Nead more +0om7 Alach an sxemal drive 1 P PC
Friends

- Back up Detwoen your computons. Lapiop 10 deshnop, home 10 offce, Mac o PC_ £ ol worg!
Computern

Back up dvectly 0 an aached drive. Move dove %0 2 remole PC 1o continue offsiie protecton

Back up to your tavonie thed-party provider oniine




Cloning




Carbon Copy Cloner

Free

www.bombich.com

&




Acronis True Image

$50 for Home

WWWw.acronis.com




Clonezilla

Free

clonezilla.org







Thank you!

Email: scott@granneman.com
Web: www.granneman.com
Publications: www.granneman.com/pubs
Blog: blog.granneman.com

Twitter: scottgranneman
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Licensing of this work

This work is licensed under the Creative Commons Attribution-
ShareAlike License.

To view a copy of this license, visit
http://creativecommons.org/licenses/by-sa/1.0

or send a letter to Creative Commons, 559 Nathan Abbott Way,

Stanford, California 94305, USA.

In addition to the rights and restrictions common to all Creative
Commons licenses, the Attribution-ShareAlike License features the
following key conditions:

Attribution. The licensor permits others to copy, distribute, display, and
perform the work. In return, licensees must give the original author
credit.

Share Alike. The licensor permits others to distribute derivative works
under a license identical to the one that governs the licensor’s work.

Questions? Email scott@granneman.com




