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Once a technology
makes something possible,
it gets applied,
whether for good or bad.

Donald A. Norman




What to

Believe?
















Yesterday a lot of you
alerted me to a picture
of a Taliban propaganda poster
with Bert!
Reality is imitating the Web!

I am honestly freaked out!

“Bert Is Evil”
Webmaster



















500,000,000+ active users
(200,000,000 access via mobiles)

50% log in every day
700,000,000,000 minutes/month

http://www.facebook.com/press/info.php?statistics




900,000,000 objects to interact with
(pages, groups, events)

Average user creates
90 pieces of content per month

30,000,000,000 pieces of content
shared every month

http://www.facebook.com/press/info.php?statistics




#1

photo sharing




Status updates
Messaging
Video sharing
News sharing

Location sharing

Advertising
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The Story of Zack







Home Web page of Arthur R. Butz

Associate Professor of Electrical Englineering and Computer Scence
Northwestern University, Evanston, Hiinodés, USA

AN Butz 19982004




Article published in the Dally Northwestern of May 13, 1991, corrected May 14,

A short introduction to the study of Holocaust revisionism,

by Arthur R Butz







Malware




Virus
Worm
Trojan Horse

Spyware




Virus

Self-replicating

Infects another program

& uses that to spread
Alters the way a computer operates




Worm
Self-replicating
Uses a network

to send copies of itself
to other computers

Spreads without human intervention




Trojan Horse

Malicious program
that disguises itself as
legitimate software

Looks harmless or useful,
but hides something harmful




Spyware

Gathers information
about you & your computer use

Transmits information
to an external entity
without your knowledge
or informed consent




Wireless







What’s a packet sniffer?

A program and/or device
that monitors the data
passing through a network

It can tell the user
where data is coming from,
where data is going,
and what the data is




/(S
WIRESHARK

www.wireshark.org







33



SO _ )\ 20300311.pcap - Wiewshark
Elle (ml y-e- r,n Capluve Analv}r Sumht\ Telephony Tools Help

SHAGE EEXCE A A¢»aT2 Bl AaaanD gOE L 2

S Flter lhﬂp contaies facebook v | Expression l 5 (Iu(j Apolvl
No Destination -

13 6. 2%ei4 0. 700 M3 1

L SET /a/3000A58556/ Talse/p_ msuxv-)mwn 1

168 L6, S64Em)
WA 02, 100502 Liile SET 22004290209/ 101 sa/p_SBA00267+) WTTR/L. 1
4334 296300663 W SEY /p HTTPZLY
€130 259. 928049 LiaLd T "llIQIO‘l 25 WTTP/LS
4349 299 223014 W SET Jajan/presen Lphpl__aeLi A1 rame_loadedst
4432 299, 3140 NTTP or mmummmun 13390009750 WTTP/3. L

4444 299 T NP POST Rat/tusdy AL NTTPLLE Gplicatice/x v
4760 302 490790 W GET Jajan/chatMistory . phpt_ S«1510+1348823558 NTTP/L. 1
008 3% 4T7%00 Llad ST sajansintent php?__a=lif iLtervbiomdinget roskraguest_types)
6439 324 400129 HIP GET Mprofile-ak- stn/hebed snc3/2T4E6_1000004THTESTEY 586 ¢ |3
7053 335331305 Hrw SET /herofile ak. sE26/0300
“E ——————————
Keep-Alive: LIS\r\»n .

Connection: keep-aliv\r\n
XSWN-Rev: 284955\

[truncated) Cockie: __otmas@7206155. LI101503064, 1220030799, 12570600126, L257734729. B7; datrel2I0001299- 672500027 9500744012 LERGAadda 15247D Lebd2acc
i\

|V i D W NI XDV s ILxNen WL LK e
K0 X 2>W T I e 3T M Ge b ESES
P13 6¢ 65 76 65 3a 20 31 31 35 0 o &) o
0led 63 74 65 6¢ e 32 20 60 65 65 TO M 6L
110 6500 0a 58 20 53 56 4¢ M 265 76 X
200 34 39 33300028 s 268 N2
XL0 74 74 70 3a 21 21 27 37 T e 64 81 &3

3 e XS cRev: M
n e 4938 Ne ferer: b
v.tacedo E

RYBBEERTS
by
é
£

0220 oF 8b 2e &3 of od 21 0 T2 of 08 9 O¢ 2e 70 ok.con/p rofilep
0250 68 70 31 89 &4 3d 33 30 M B BB R 37 26 Mpridede 43882474
0240 76 3d 77 81 8c & 2673 Taof 12 19 M 62 69 wewallis tory fad
07% S43d 31 3130 1IN WV MWMI MY Ml RO
0360 39 0d 8a 4) 4F AF Sb 49 &3 Ja 20 M M T

0270 6134383732386 31 X W eI NI
P28 3933336323132 RMMNI WY NN M2
799 23132337 M 12 N BRM AR HB Y 1257629
weferer Mip.referer), Ii‘a:kcn 32773 Daplayed 1335 Marked 0 [Vu:' e Default

1
57464 9.Cooki e __ute
L2 EIZ981 39, IS




pcag - Wosshark
Elle Edit Yiew Co Capture Amalyze Statistics Telephony Took Help

See 2EXCE A++»wTFL B acaarm §OS

O Filter ,Mlp contaies facebook v | eExpression I & (lu(l

e
L2

Apmvl

Destination

reep Alive: LIS\
Connection

keep-alive\ra

192, 4681114 04,230,345 1 AR

158 b, Soam) 197.268.1. 2014 69,63 106,14 /D, SO4S6E207=3 HTTP/L. L

34 272, 187502 192,448, 1. 114 L2} | /P_SO4368267%3 MTTP/L. L
4354 298, DA0663 192,108, 1 199 . | Se1 Time Reference (1oggle)
€236 29998343 192,368, 1. 339 o | Apply as Filter » /D_LL3I900G3T=29 WTTR/L. L
4349 299, 2290T4 192,360, 1. 139 o | A6eCT, $00] __ welhreayen-dhlf rane Loaseds)
4432 259, 514530 192 160.1. 139 3 Prepare aFilter »

Conversation Filter »

444 256, 72800 192.168.1. 135 63.63.199. 34
4260 202, 49019 192,300 1.1 696 19934 Colorize Conversation

068 305877385 192.368. 1. 214 65.6).189.21 |
A3 124 403128 192080110 n.ee.an |

053 335.333205 197. 148.1.13% 77.67.97.122 Follow TCP Stream

X-SVN-Rev; 244500\ s Copy »
Referer: hrep: / v, facebook. comyprofile. php! s8«50850800 Thv vl Listory |
[truncated) Cookie WIS 288159, LI1A193368. 1226010009, 1257638126 11 i Decode As JAA2TI5047 444 12 1ESSESEAR I A TR Ledd2 0 C IL-E
) s Print ?
S 1 Show Packet im New Window '
0900 08 21 29 <B 71 M4 0004w h.q t .
PRl Mcf 1200 NMax e 0 0 "
0020 91 0d «B 25 W 30 64 2e B0 13 P vd
0830 ff ff b af 06 0 Vet b { 0
000 84 T1 AT 45 4 0 69 6e T4 65 GET /a Jaw/inte
D50 G 74 2e 70 S8 0 20569 6 at.php)  _aslifil
0060 74 &S 22 34 68 2¢ 6) 34 T4 12 tershige adiagetr
joaTa 7S 48 26 2245 N1 ™ 70 65 34 selreqe ST Types
oo 31 20 48 54 %4 %0 aerTIre 1w/ L t
009 3a 20 27 27 )Y of &b 2¢ 6 . fa cebook ¢
[0ded 4f 44 0d aa 38 G T4 2 0 om User -Agent
Mol el monlla 5.0 (M
Ge T40S & intesh: U Intel
Mac 06 X 303 s

3 Displayes

4 133 Marked O

{Profile Default




¥
byte tag 38 capt
1 W
d.K.2.x..2.9v
5 3 b .M
K 4

Primt

N\ Foliow TCP Stream

2 r y ) S 0 b
) s ]
] > 6. . tE £, .K o N ~ot s
} Entite comversation (10512 bytes) v |0 Ascn o menic

¥ Filter Out This Stream

Hex Dump

>

C Arrays ® Raw

K Close |




>

v ASCH © EBCDIC © Hex Dump

VI Filter Out This Stream




\ Foliow TCP Stream

[12968 bytes missing
n .l ok
"k 1
d.k.2.x
B8 b

L Eind | (5 Save As:

S Help

t 88493 max_ Ly
capture file}Ys X
gvl..0 |.%..»
M 2 > 6. . tE £, .X v, . .8 -
: l.»

Primt | Entire comversation (10512 bytes)

trea mtent
) ax N a= 141 1L terehipe truebregeest types=t N
A x L q
ACC g g2 eflate
Accept-Cha 2 188 ‘. qe0
Alive 3
( ect keep-a

Wy
v ASCI © EBCDIC

VI Filter Out This Stream

Hex Dump

™.

C Arrays ® Raw

K Close




A Foliow TCP Stream

™.

C Arrays ® Raw

K Close |

YRR
Lrea ment
Lebo2 echs Widya
110w t ¢ NtA LPITICRN I N SA
¢ 3cvrADrA at . 5 sax_tag ¢
[12968 bytes missing 1n capture file]Ys X
..l ek
"k 1 "
d.k X..2.9vl..0 {.0,.8
S 3 b + ..M 2 ». 6. .tke f K F o » 0 - t s r
K..w.p N >
JEind | (5 Save As | & {'nnl! Entire coeversation (10512 bytes) v ASCH © EBCDIC © Hex Dump
S Help N Filter Out This Stream




A Foliow TCP Stream

L 2311000 e t ¢ UtA

7 v rADrA gt s 5 max_tag e
(12968 bytes misstag s capture file)Ys X
n.2 ok

"k 1 "
d.k.2.x..2.9vl..0 P
5 - b..+.. M : > 6. . tEe f..K 2 ™ L] 0 ~ .t $ r
K. .v.p M ]l.»
v ASCNI

JEind | (3 Save As | (i Prim ! Entire conversation (10512 bytes)

EBCDHC

Hex Dump

W Filter Out This Stream

™.

C Arrays ® Raw

HK Close

iSHelp




Indermation

1rvends

Kathryn Austin

wabk Info

About Me

Work and 1 ducation

Add as Imend

Lo Chat (43

36









Firesheep
Appeared October 27, 2010

Firefox extension

Makes cookie sidejacking easy
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The solution: encryption

40



Service providers
(Facebook, Yahoo Mail, Twitter)

need to use HTTPS everywhere




Send email using encryption

Read email using encryption

IM using encryption

Conduct e-commerce
using HTTPS




VPN
(Virtual Private Network)
encrypts all Internet traffic

StrongVPN

www.strongvpn.com
$7/month




Email
v Gmail

v Hotmail




IM
v Skype

v Google Chat




Firefox extensions
v HTTPS Everywhere

v Force-TLS




Google Chrome extensions

v Secure Login Helper

v KB SSL Enforcer




For more info, see my
“Coffee shop WiFi for dummies”

www.securityfocus.com/
columnists/385










A problem has been detected and windows has been shut down to prevent damage
tO your computer,

DRIVER_IRQL_NOT_LESS_OR_EQUAL

s is the first time you've seen this Stop error screen,
, If this screen appears again, follow

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe mode.

Technical information:

Wkw STOP: Ox00000001 (OXO000000C, 000000002, 0x00000000, OXFBEBSA8Y)

Beson gv3.sys - Address FB86B5AB9 base at F86B5000, DateStamp 3dd9%9leb

Beginning dump of physical memory

Physical memory dump complete.

Contact your system administrator or technical support group for further
assistance.
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Source: Sylvain Pedneault; edited by jjron; http://
commons.wikimedia.org/w/index.php?
title=File:FirePhotography_editl.jpg&oldid=26671960



Source: Sylvain Pedneault; edited by jjron; http://
commons.wikimedia.org/w/index.php?
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title=File:FirePhotography_editl.jpg&oldid=26671960



Backing Up

Online




Dropbox
www.dropbox.com

Mozy
WWW.MOZy.com

Backblaze
www.backblaze.com




CrashPlan
www.crashplan.com




Welcome to Crash™an
Chck Start Backup 1o back up your Nes 1o Cantral or ¢ 1¢ other Jeslizalions for greater speed, securny
22d no monthly fees

Settings

y History

Friends

Destinations




SrashPan provides secure unkmited backup to mutipie destinations. Add destinations %0 imgrove your CrashPian

X Up 10 & IHend's comp ¢ . ty et Nead more room? ach an eternal drive 1 Pe PC

Back up betwoen your computens. Lapiop %0 deskaop, home 10 offce, Mac

Compaters

Back up divectly 10 an aached drive. Move dve 10 2 remcte

Back up to your tavorite thd-party provider oniine




Data encrypted
during transport

& in storage







1 PC/$54/year
All PCs/$100/year

Unlimited data




Backing Up

Locally




Time Machine

i




Backup and Restore Center

Vista only



T

Rl i = iom wmdMarswance » Bk wtRore Gt <oy s 5]

Tk A
Protect your files and computer by back G hem up

Separ Wendow wang Folem
Sec22ee

35 Back up files or your entire computer

g Cremte o pestone poant o0

hange wrthegy
9 Create batioup copees of your Ties and folders, I Back up fikes

Create 2 Windows Complene PC Backup and Restore inage of your " Back up computer
entes computer, which can Be used to recover from 2 hardware
fabae

Lant backup: /2808 1245 AM
Whese 10 save Ties )

Whch Hhype of backsp hould Im

b Restore files or your entire computer

Restore fdes and Toldess feom 2 Backup

You can uie shadow Copees 10 Testore previous versons of files
that heve been sctidentally modified or dedeted Vit 21y
D02 COReti]
Restore your entire comgiuter from » Windows Complete PC
Backup and Retlore mage




Home Basic v

Backup |Backup|Complete
Personal| System PC A%tggll{ited
Files Files | Backup p

Home
Premium

‘ Business ‘

Enterprise v




CrashPlan




SrashPan provides secure unkmited backup to mutipie destinations. Add destinations %0 imgrove your CrashPian

X Up 10 & IHend's comp ¢ . ty et Nead more room? ach an eternal drive 1 Pe PC

Back up betwoen your computens. Lapiop %0 deskaop, home 10 offce, Mac

Compaters

Back up divectly 10 an aached drive. Move dve 10 2 remcte

Back up to your tavorite thd-party provider oniine







Carbon Copy Cloner

Free

www.bombich.com

i




Acronis True Image
$50 for Home

WWW.acronis.com




Clonezilla
Free

clonezilla.org







Thank youl!

Email: scott@granneman.com
Web: www.granneman.com
Publications: www.granneman.com/pubs
Blog: blog.granneman.com

Twitter: scottgranneman
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Licensing of this work

This work is licensed under the Creative Commons Attribution-
ShareAlike License.

To view a copy of this license, visit
http://creativecommons.org/licenses/by-sa/1.0

or send a letter to Creative Commons, 559 Nathan Abbott Way,

Stanford, California 94305, USA.

In addition to the rights and restrictions common to all Creative
Commons licenses, the Attribution-ShareAlike License features the
following key conditions:

Attribution. The licensor permits others to copy, distribute, display, and
perform the work. In return, licensees must give the original author
credit.

Share Alike. The licensor permits others to distribute derivative works
under a license identical to the one that governs the licensor’s work.

Questions? Email scott@granneman.com




