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Cybersecurity
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Notes & URLs for this presentation can be found...

» underneath the link to this slide on granneman.com
» at files.granneman.com/presentations/ladue-chapel/
Our-Course.txt



Scott Granneman

Writing Presentations Teaching Web Dev Tech Personal Site Map Search

Interviews
Scott Granr in a Web development company in St. Louis, Missouri. Scott has written six books,

Ladue Chapel i pety
contributed ¢ aPe : r SecurityFocus and Linux Magazine. He is an Adjunct Professor at Washington University
in St. Louis{  EXPloring HTMLS & 1technology, security, web development, & the Internet. As a Principal of WebSanity, he

plans, devel Advanced CSS states using an open source, UNIX-based content management system. He has given

presentatiol  HTML to CSS to Responsive Web Design  Yeaking to people.
Responsive Web Design for Designers

Key E Web Design

Pages you’r Archived Presentations
Creative Commons License

Personal

e Publications
e Summer Vacation 2007: The Plains

Teaching

e Web Development Key Links
e Wash U: Website Design & Development Syllabus

e Webster U (Comp Sci): Intro to Web Programming Syllabus WWW- granneman o Com

@ Open "http://www.granneman.com/presentations/" in a new tab or window ming Syllabus (8-Week)
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Directory / Calendar / News / Contact
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Prospective Students Current Students Faculty & Staff Alumni & Friends Parents Visitors

University in St.Louis

Admissions About Academics & Schools Research Medicine & Healthcare Libraries Arts & Culture Athletics Giving

_—

s 4
Countdown begins ' »
Commencement is Friday, May 16, and the Y
excitement around campus is building. Visit | —
commencement.wustl.edu for the latest 4 ' y
information on the big day. , / ) ' |
(» Read more N k i
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Washington University in St.Louis

Technology in Our Changing Society

Technology for Managers

Web Development & Advanced Web Development
Social Media: From Blogs to Wikis

Technology & the Law

Practical Security

Communications Technology & New Media



Webster w = s e om C N

UNIVERSITY News & Events Campus Life Athletics Worldwide Webster

Program Finder ) Campus Finder

View the Photos P>

SATURDAY, MAY 10 - THE MUNY, St. Louts

Since 1915 Hands-on Learning Military Friendly

Life at the home campus in St. Louis: Vibrant, Webster offers students a global, personalized Webster and the DOD have collaborated for 40
spontaneous, diverse. Everyone is welcome. education. International programs in Europe, the years to provide high-quality, cost effective
Every culture and interest is a lesson to share on U.S. and Asia provide an American-style global programs at installations everywhere. Advance
the way to global citizenship. education for a global century. your career as you serve.

Explore the St. Louis Campus » Explore Global Opportunities » Explore Military Options »

Information For: Current Students Parents Faculty Staff Military Alumni Friends & Community Apply Connections Login Visit Directory A-Z



Webster

UNIVERSITY

Programming for the Web (Communications)
Introduction to Web Programming (Computer Science)
Senior Project

Introduction to Interactive Digital Media
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The Center for the Application of Information Technology has a new name

e== Professional Education
Technology & Leadership Center

SCHOOL OF ENGINEERING & APPLIED SCIENCE AT WASHINGTON UNIVERSITY

Courses Certificates Corporate Programs Roundtables Contact Student Services

2015 Course Catalog Now Available!

Begin registering for the first half of 2015. View our full listing of scheduled classes today. If you are interested in inquiring about a course that is currently not scheduled please view our
entire course catalog. To inquire about certificate tracks please view our certificate track page or contact us directly.

News and Media Announcements Highlights
There are no items to show. Featured Classes 2015 Roundtable Schedule Available!




= Professional Education
¥ Technology & Leadership Center

SCHOOL OF ENGINEERING & APPLIED SCIENCE AT WASHINGTON UNIVERSITY

u[

Exploring HTML5 & CSS

Advanced CSS

Mastering Effective Web Design

HTML to CSS to Responsive Web Design
Responsive Web Design for Designers
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Build tools to repair and recover what you thought Windows had lost

bootable Live CD features Knoppix Light 4.0.2

This one's MINE

0 Customize a Knoppix distro just for your needs



ESSENTIAL CODE
Scott Granneman AND COMMANDS

LINuX

PHRASEBOOK

wSEE il
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Tips & Tools for Exploring,
Using, and Tuning Linux

, : Kyle Rankin,
O’REILLY Jonathan Oxer & Bill Childers




4 FREE BOOKLETS "‘Fi!%’e"*

YOuR LUTION i1 . ’
0 SOLUTIONS MIMBL R M) L BO0ONIATS

MICROSOFT®

Vista.

IT Security Professionals

The Book Professional Sys Admins MUST Own to Safely Deploy Vista

o Learn the New Security Features of Vista

« Safely Integrate Vista with Existing Wired and Wireless
Network Infrastructure

« Companion CD Contains Hundreds of Working
Scripts and Utilities

Anthony Piltzecker



shortcut
Podcasting
with Audacity-

Creating a Podcast with
Free Audio Software

Mac, Windows, and Linux

Dominic Mazzoni and Scott Granneman

TN
SOU RC%RG E
Communtty Press @Andamy

www.prenhallprofessional.com
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NEGUS SOFTWARE SOLUTIONS SERIES
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Compute in the Cloud to Streamline Your Desktop

Scott Granneman

PRACTICE SOFTWARE FREEDOM




Mac and iPhone book for
users and developers

Mac 0S X Snbw Leopard
for Power Users

Advanced Capabilities and Techniques

Scott Granneman

Apress
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securifosus?

Run your small business. We'll protect it.

Complete protection solution designed for
small business. More Info »

Q PRINT EMAIL L \COMMENT El j -.

RFID Chips Are Here
Scott Granneman, 2003-06-26

RFID chips are being embedded in everything from jeans to paper money, and your privacy is at stake.

Bar codes are something most of us never think about. We go to the
grocery store to buy dog food, the checkout person runs our selection over the
scanner, there's an audible beep or boop, and then we're told how much money we
owe. Bar codes in that sense are an invisible technology that we see all the time,
but without thinking about what's in front of our eyes.

" Right now, you can buy a hammer, a pair
of jeans, or a razor blade with anonymity.
With RFID tags, that may be a thing of the

Bar codes have been with us so long, and they're so ubiquitous, that its hard to past.

remember that they're a relatively new technology that took a while to catch on.

The patent for bar codes was issued in 1952. It took twenty years before a

standard for bar codes was approved, but they still didn't catch on. Ten years later, only 15,000 suppliers were using bar codes. That
changed in 1984. By 1987 - only three years later! - 75,000 suppliers were using bar codes. That's one heck of a growth curve.

So what changed in 1984? Who, or what, caused the change?

Wal-Mart.

When Wal-Mart talks, suppliers listen. So when Wal-Mart said that it wanted to use bar codes as a better way to manage inventory, bar
codes became de rigeur. If you didn't use bar codes, you lost Wal-Mart's business. That's a death knell for most of their suppliers.

The same thing is happening today. I'm here to tell you that the bar code's days are numbered. There's a new technology in town, one
that at first blush might seem insignificant to security professionals, but it's a technology that is going to be a big part of our future.
And how do I know this? Pin it on Wal-Mart again; they're the big push behind this new technology.

So what is it? RFID tags.

DETIY 10N1



THE MYSQL
DATABASE

OPEN soun. m NoAnos. F

INTERVIEW WITH Ot :
MARTEN MICKOS e
The MySGL AR CEO 1
on Open Source, ok [
Staying Competitive i 00,

- 110
APPLICATION 5001, T
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WITH MYSQL 5
Coding with Triggers, Views,
and Stored Procedures
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@ * Debug Perl Like a Pro

* OpenDocument

Upends Microsoft

* Go Fish: The Friendly
Interactive Shell

gLonem / [Sunop

-
)
WWWLNUKGMAGAONE COM
e —



m Philosophy Experience Methodology Disciplines Solutions

contact

Design for a Better World

WebSanity provides user-centric Web design solutions, including:

e Web Design, Planning and Consulting
o Content Management Systems
o E-commerce
o Online Membership and Marketing
o Online Multimedia & Interactive Interpretives

Successful Web design and development is more than meets the eye. Our
proven process helps ensure you get the most out of your Web site,
regardless of how large or small your organization is.

This site is designed as an introduction not only to what we do, but best
Web development practices in general.

Google+




.‘\c'o Saint Louis Zoo

*  Animals Always®

EVENTS MEMBERSHIP GIVE

Q Search

FEATURES

= See KTVI's story on animals in winter

= Watch videos of tree kangaroo, meerkats and a
sea lion enjoying snow

= Valentine Adoption Cuddle with a colobus
monkey!

= Delta Dental Winter Zoo and Mardi Gras

= Untamed Hearts: Valentine's Day Dinner

Click here to learn more and donate
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About Us The Issues Legal Docket Legislation Get Active News Your Rights

JOIN US

GET ACTIVE

GET ALERTS

ACLU-NJ REPORT REVEALS TROUBLING USE OF STOP-AND-FRISK IN
NEWARK

Get your copy of the book

NEWARK - Newark Police officers use stop-and-frisk with troubling frequency and in a D ¢

Meel, . : _ o % chronicling the history of
manner that leads to racial disparities, according to a report released by the American Civil feeden the ACLU-NJ. Author Mary
Liberties Union of New Jersey. The report analyzes the first six months of data from the Jo Patterson provides an

exclusive front row seat to

Alﬁﬁknﬂ Illﬁﬁnd :“ An-‘nnnn

Newark Police Department, which releases the information on its website monthly in




The Diocese of Chicago devotes itself to three simple goals: Grow the Church.
B?IOSCCEOSPEAOI]: Form the faithful. Change the world.

CH|CAGO E n n Donate | Search | Site map

Our Diocese  Building the Church  Healing the World  Telling Our Stories  Congregational Vitality

New Bishop's Staff
Members Named

The Rev. Andrea Mysen has been called as
associate for ministries. She will work
collaboratively to support congregations,
search committees and vestries through a
broad range of activities including
recruitment and leadership development.

Karin Gutierrez joins us as administrative
assistant for Operations. Gutierrez is a
familiar face and voice to those who visit St.
James Commons, having served as morning
receptionist since August 2012. Read more.

An Easter Message from The Time They Began to Live
Bishop Lee Again
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LEARN MORE

UPCOMING EVENTS

AUGUST 17-22 @ WASHINGTON, DC
BDPA Annual Technology Conference &
Career Fair
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Legal Director of ACLU-EM, 1997-2005
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Washington University in St.Louis

Courts & Civil Liberties
National Security, Civil Liberties & the Law

Voting Rights & Election Law

Gender & Law
Sexuality & Law
Technology & the Law



“ About Justice Dept Investigation Resources

Just Released Statements

Don't Shoot Coalition's Response to the Ferguson Commission Report - September 16, 2015

Don't Shoot Coalition's Response to Body Cameras for STLMPD - September 16, 2015




Topics



1. Cybersecurity Threats: Heads Up!
2. Cybersecurity Solutions: Don’t Panic!
3. The 4th Amendment: From Redcoats to Routers

4. The Post-Snowden World



Thank you!

scott@granneman.com
www.granneman.com
ChainsawOnATireSwing.com
(@scottgranneman

denise@deniselieberman.com
advancementproject.com
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Changelog

2015-10-04 1.0: Created presentation



Licensing of this work

This work is licensed under the Creative Commons Attribution-ShareAlike 4.0 International License.
To view a copy of this license, visit http://creativecommons.org/licenses/by-sa/4.0/.

You are free to:

» Share — copy and redistribute the material in any medium or format
» Adapt — remix, transform, and build upon the material for any purpose, even commercially

Under the following terms:

Attribution. You must give appropriate credit, provide a link to the license, and indicate if changes were made. You may do so
in any reasonable manner, but not in any way that suggests the licensor endorses you or your use. Give credit to:

Scott Granneman « www.granneman.com ¢ scott@granneman.com

Share Alike. If you remix, transform, or build upon the material, you must distribute your contributions under the same
license as the original.

No additional restrictions. You may not apply legal terms or technological measures that legally restrict others from doing
anything the license permits.

Questions? Email scott@granneman.com



