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Technology in Our Changing Society
Technology for Managers

Web Site Management
Web Design & Advanced Web Design

From Blogs to Wikis:
Building Community

in a Virtual Environment
Technology & the Law

Practical Security 4
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4 Talks

Personal Security on the Internet
The Future of Journalism

& the Media

With Denise Lieberman:
Voting: Technical & Legal Issues

Technology & the Limits
of Censorship & Free Speech
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Once a technology
makes something possible,

it gets applied,
whether for good or bad.

Donald A. Norman

Security is a process,
not a product

What to
Believe?
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“Bert Is Evil”
Webmaster

Yesterday a lot of you
alerted me to a picture

of a Taliban propaganda poster
with Bert!

Reality is imitating the Web!
I am honestly freaked out!
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Malware

Virus
Worm

Trojan Horse
Spyware
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Virus
Self-replicating

Infects another program
& uses that to spread

Alters the way a computer operates

Worm
Self-replicating
Uses a network

to send copies of itself
to other computers

Spreads without human intervention

Trojan Horse
Malicious program

that disguises itself as
legitimate software

Looks harmless or useful,
but hides something harmful
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Spyware
Gathers information

about you & your computer use
Transmits information
to an external entity

without your knowledge
or informed consent

Wireless
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What’s a packet sniffer?
A program and/or device
that monitors the data

passing through a network
It can tell the user

where data is coming from,
where data is going,
and what the data is

www.wireshark.org
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Firesheep
Appeared October 27, 2010

Firefox extension
Makes cookie sidejacking easy

43

43

44



45

46

46



46

46

46



The solution: encryption

Service providers
(Facebook, Yahoo Mail, Twitter)
need to use HTTPS everywhere
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Send email using encryption
Read email using encryption

IM using encryption
Conduct e-commerce

using HTTPS

VPN
(Virtual Private Network)

encrypts all Internet traffic
StrongVPN

www.strongvpn.com
$7/month

Email
! Gmail

! Hotmail
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IM
! Skype

! Google Chat

Firefox extensions
! HTTPS Everywhere

! Force-TLS

Google Chrome extensions
! Secure Login Helper
! KB SSL Enforcer
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For more info, see my
“Coffee shop WiFi for dummies”

www.securityfocus.com/
columnists/385

Backup

Why?
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How much data
can you afford to lose?

1 hour?
1 day?

1 week?
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Source: Sylvain Pedneault; edited by jjron; 
http://commons.wikimedia.org/w/index.php?
title=File:FirePhotography_edit1.jpg&oldid=2
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Accessibility

Security Cost

Backing Up
Online

Source: Sylvain Pedneault; edited by jjron; 
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Dropbox
www.dropbox.com

Mozy
www.mozy.com

Backblaze
www.backblaze.com

CrashPlan
www.crashplan.com
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Data encrypted
during transport

& in storage
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CrashPlan+
1 PC/$50/year

2–10 PCs/$120/year
Unlimited data

www.crashplan.com

Backing Up
Locally

Time Machine
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Backup and Restore Center

72

Vista only
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Backup 
Personal 

Files

Backup 
System 
Files

Complete 
PC 

Backup
Automated 

Backup

Home Basic

Home 
Premium

Business

Enterprise

Ultimate

!

! !

! ! ! !

! ! ! !

! ! ! !

CrashPlan
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Cloning

Carbon Copy Cloner
Free

www.bombich.com

Acronis True Image
$50 for Home

www.acronis.com
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Clonezilla
Free

clonezilla.org

Backup locally & off-site!

Backup locally & off-site!
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Backup locally & off-site!

Backup locally & off-site!

Backup locally & off-site!
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Passwords

Pick a good password
Password crackers

will make mincemeat
of poor passwords

Guidelines for a good password
1. Don’t use easy passwords

2. Mix of 3 of these 4:

3. At least 8 characters
4. Easy to remember

& hard to guess

A a 1 #
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Here’s a good method
for picking a good password:

“Where it began,
I can’t begin to know when”

Wib,Icbtkw
↓

W16,Ic6tkw
↓

W16,Ic6tkw!

Here’s a good method
for picking a good password:

“Where it began,
I can’t begin to know when”

Wib,Icbtkw
↓

W16,Ic6tkw
↓

W16,Ic6tkw!

Passphrases are great!
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robins2006porsche
17 characters

robins2006porsche911
20 characters
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4,239,000,000,000,000,000 = 4 quintillion, 
239 quadrillion
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Use a password safe
Generate lengthy, difficult passwords

Securely store passwords

1Password
agilewebsolutions.com/

products/1Password
iPhone/iPad/Android apps too!

$40
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KeePassX
www.keepassx.org
MyPasswordSafe

www.semanticgap.com/myps/
Password Gorilla

www.fpx.de/fp/Software/Gorilla/
All are free & open source

Don’t forget to change
the default administrator password

on your firewall!
Default passwords are well known
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Maker Device Login Password

Apple

D-Link

Intel

Linksys

Netgear

SonicWall

Airport 1.1 - public

DI-704 - admin

Wireless 2011 - Intel

Cable/DSL router - admin

RT311 admin 1234

Any admin password

www.governmentsecurity.org/articles/DefaultLoginsandPasswordsforNetworkedDevices.php

To Review…

What to Believe?
Malware
Wireless
Backup

Passwords
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You can be secure!*

* If you use your head, act carefully,
& understand that security

is a continuous process that never stops

Thank you!

Email: scott@granneman.com
Web: www.granneman.com

Publications: www.granneman.com/pubs
Blog: www.ChainsawOnATireSwing.com

Twitter: scottgranneman
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Licensing of this work
This work is licensed under the Creative Commons Attribution-
ShareAlike License.

To view a copy of this license, visit
    http://creativecommons.org/licenses/by-sa/1.0
or send a letter to Creative Commons, 559 Nathan Abbott Way, 
Stanford, California 94305, USA.

In addition to the rights and restrictions common to all Creative 
Commons licenses, the Attribution-ShareAlike License features the 
following key conditions:

Attribution. The licensor permits others to copy, distribute, display, and 
perform the work. In return, licensees must give the original author 
credit.

Share Alike. The licensor permits others to distribute derivative works 
under a license identical to the one that governs the licensor’s work.

Questions? Email scott@granneman.com
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