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Creating a Podcast with
Free Audio Software

@ \udacity
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Mac and iPhone book for
users and developers

Mac 0S X Sndw Leopard
for Power Users

Advanced Capabilities and Techniques
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Personal Security on the Internet

The Future of Journalism
& the Media

With Denise Lieberman:

Voting: Technical & Legal Issues

Technology & the Limits
of Censorship & Free Speech




Once a technology
makes something possible,
it gets applied,
whether for good or bad.

Donald A. Norman




Security 1s a process,

b 3

not a product




What to

Believe?
















Yesterday a lot of you
alerted me to a picture
of a Taliban propaganda poster
with Bert!
Reality is imitating the Web!

I am honestly freaked out!

“Bert Is Evil”
Webmaster













Virus
Worm

Trojan Horse

Spyware




Virus
Self-replicating

Infects another program
& uses that to spread

Alters the way a computer operates




Worm

Self-replicating

Uses a network
to send copies of itself
to other computers

Spreads without human intervention




Trojan Horse

Malicious program
that disguises itself as

legitimate software

Looks harmless or useful,
but hides something harmitul




Spyware

Gathers information
about you & your computer use

Transmits information
to an external entity
without your knowledge
or informed consent




Wireless







What'’s a packet sniffer?

A program and/or device
that monitors the data
passing through a network

It can tell the user
where data is coming from,
where data is going,
and what the data is




WIRESHARK

www.wireshark.org
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The solution: encryption

47




Service providers
(Facebook, Yahoo Malil, Twitter)

need to use HTTPS everywhere




Send email using encryption

Read emalil using encryption
IM using encryption

Conduct e-commerce
using HTTPS




VPN
(Virtual Private Network)
encrypts all Internet tratfic

StrongVPN
www.strongvpn.com
$7/month




Email
v Gmail

v' Hotmail




IM
v Skype

v Google Chat




Firefox extensions
v HTTPS Everywhere

v Force-TLS




Google Chrome extensions

v' Secure Login Helper
v KB SSL Enforcer




For more info, see my
“Coffee shop WiFi for dummies”

www.securityfocus.com/
columnists/385




Backup







How much data
can you atford to lose?

1 hour?

1 day?
1 week?




A problem has been detected and wWindows has been shut down to prevent damage
TO your computer.

DRIVER_IRQL_NOT_LESS_OR_EQUAL

IT this is the first time you've seen this Stop error screen,
restart you computer, If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
IT this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to ramove or disable components, restart
your computer, press F8 to select Advanced sStartup options, and then
select safe mode.

Technical information:

Wik STOP: Ox00000001 (OX0000000C, 0x00000002, 000000000, OXFBEB5A89)

~ils gv3.Sys - Address FB6B5ABS9 base at F86B5000, DateStamp 3dd9%leb

Beginning dump of physical memory

Physical mamory dump complete.

Contact your system administrator or technical support group for further
assistance.
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Accessibility

Security




Backing Up

Online




Dropbox
www.dropbox.com

\Y% eV
WWW.mMOZYy.Com

Backblaze
www.backblaze.com




CrashPlan

www.crashplan.com




Settings
MOy
Friends

Destinations

fopo

Smse Tmrgen b eyn

Welkome to Crash™an

Chch Start Backup 10 Dack up your Nes 10
a2d no monthly fees

y

SN OF Chodde other J93l

PLAN

j FOr greater speed, sedurny




Crash#an provdes secure unkmited Dackup 1o mutpie destinatons ASd destiratons 0 wmorove your CrashPlar

Back up 10 & 15end's Ccompuler and pay NO MONthly fead. Nead Mo 0om 7 Alach an exdtemal drive 1 e PC

Back up DOSwWOeN yOur COmEPuterns. Lagiop %0 deshnop, home 10 offce, Mac o PC__ 2 ol worsy!

Back up dvecty 10 a aachad drive. Move dove 10 2 remate PL 10 continue offslie protecton

Back up 1o your tavonie thed-party provider onine




Data encrypted
during transport

& 1n storage







CrashPlan+
1 PC/$50/year
2-10 PCs/$120/year

Unlimited data

www.crashplan.com




Backing Up

Locally




Time Machine

&







Backup and Restore Center




B i = 5o wdMarsoace » bockpaihusomComte <oy Loeae £
o.

Tanks
Protect your hles and computer by badkng them up

(9 Fepsr Wedow vang Folem
LS

5g Back up files or your entire computer

(7 Cremte o restone paint o
hange wrthegy ¥
Create Daliup Copees of your Ties and folders

Create 2 Wndows Complene PC Batioup and Restore imnage of your
ive computer, which can Be uned to recover from 2 hardware

fabue

Lant baciup: 2R08 1145 AM
Where 10 sove Ties |

b Restore fles or your entire computer

Resaore fles and folderss fram 2 backug

You can uie shadow Copees 10 restore previows versons of files
that have boen actdentaly modfied or dedeted it 213

b. p / Ractore your entire compitey from » Windows Complete PC
ai Sackup and Fettore mage
W/ Loy Tiwmter




Backup
Personal
Files

Automated
Backup

Home Basic

v

Home
Premium

Business

Enterprise

Ultimate




CrashPlan




CrashPan provdes secure unkmited backup 1o mutiple destinatons. Add destinations 0 amgrove your CrashPian

»
o™

(] Back up 10 & 15end’s Compuler and pay no Monthly feat. Nead more +0om7 Alach an sxemal drive 1 P PC
Friends

- Back up Detwoen your computons. Lapiop 10 deshnop, home 10 offce, Mac o PC_ £ ol worg!
Computern

Back up dvectly 0 an aached drive. Move dove %0 2 remole PC 1o continue offsiie protecton

Back up to your tavonie thed-party provider oniine




Cloning




Carbon Copy Cloner

Free

www.bombich.com

&




Acronis True Image
$50 for Home

WWW.acronis.com




Clonezilla

Free

clonezilla.org
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Backup locally & off-site!

) \ o ‘-"‘ l‘
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Backup locally & off-site!




Backup locally & off-site!




Backup locally & off-site!




Passwords




Pick a good password

Password crackers
will make mincemeat
of poor passwords




Guidelines for a good password

1. Don’t use easy passwords
2. Mix of 3 of these 4:

3. At least 8 characters
4. Easy to remember
& hard to guess




Here’s a good method
for picking a good password:

“Where it began,
I can’t begin to know when”

Wib,Icbtkw
l
W160,Icotkw
l
W16,Icotkw!




Here’s a good method
for picking a good password:

“Where it began,
I can’t begin to know when”

Wib,Icbtkw
l
W160,Icotkw
l
W16,Icotkw!




Passphrases are great!




UNCOMMON
(Now -GIBRERSH)
BACE WORD

Tr@ubddor &3

CAPS? COMON
SUBSTITUTIONS

{00 Dot 200 A Ty rovy B
PR R T TN T e .
L Oses DD OF A R Sv'res TRV )

ORDER
UNKNOWN

NUMERAL
FUNCTUATION

~ 28 BITS OF ENTROPY

2” = T DAYS AT
000 GuESES fax

L AL LS. OF A Wi RNt

WU IRV WY OOt A T
W 1 TR U o) e el e
MR TR AL Wt T )

DFiculTyY 10 LUESS

EASY

WAS (T TROFMEINE? NQ
TREVEBADOR. AND ONE OF
THE Oy WAS A ZERD7?

\
AND THERE LWAS
ME SP30L.. ™

DFRICULTY TO REMEMGER:

correct horse battery staple

FOUR RanDoM
COMION WORDS

~ W QTS OF ENTROPY

27 = 5gn YERARS AT
000 GUESHES/sgx

DTy 10 GLESS:

HARD

DUy T REMEMEBER:

YOUVE ALREADY
MEMORYZED IT

TROUGH 0 YEARS OF BFFORT, WEVE SUWLESSFLLY TRANED
EVERYONE TO USE EXSSWORDS THAT ARE HARD FOR HUMANS
™ ROMEMEER, BUT EAeY FOR COMPUTERS Th GUESS,

88



robins2006porsche

17 characters

n 24
number of passwords =~ 288 x 2.865 x 10%°

time to enumerate ~ 90.85 trillion years

password entropy 87.89 bits




robins2006porsche911

20 characters

number of passwords = ~2!°% & 1.337 x 103!

fime to enumerate ~4.239 % 10'® years

password entropy 103.4 bits




Use a password safe

Generate lengthy, ditficult passwords

Securely store passwords




Title

Where

Advanced Optons

Pronounceabls Random




s M
G =~

1Password

agilewebsolutions.com/

products/1Password
iPhone/iPad/Android apps too!
$40




YALULY

W Logirs
&) Acceunts
‘ ety

. Secure Nooes
A Software

(B waree

* FOLDERS

OF102.0ck-njorp

Lard 100201004 O™ LaSmen)
A -mn O0rg eMmOKratyinacton org
ngefos wordgress com Langieion)
g M D3 g
B ewirdDume Nl (O Ladmn)
2iog robirrwollrean (om
Siog theladermabergrowp (om

22 ACk-em org AdminDweSsarty com

3. 020508 009

S mbdlemicux (OM

o7 100 ache-njorg

NN~ Org

Nt org

Aghareta g

MTOWTOCA Ui me .Ccom

25 o9

LATOSYPRONS. com

CEyothn com

PHCesema o0

fantorne olu

Migd Lom

SPOCAermMIOL Org

by org

Medyepiien Com

A0 (O

sV Org

U0 s ti adu

L2 1Password

T ’
‘ﬁl 2.aclu-nj.org

 © 07 imaciu-njorgad ] (Rewricted Access)

irmpgorted from Firefox

- -
o= Hgh (Master Password

Al Fuplds




)

KeePassX
www.keepassx.org

MyPasswordSate
www.semanticgap.com/myps/

Password Gorilla
www.ipx.de/fp/Software/Gorilla/

All are free & open source




Don’t forget to change
the default administrator password
on your firewall!

Default passwords are well known




Maker

Device

Password

Apple

Airport 1.1

public

D-Link

DI-704

admin

Intel

Wireless 2011

Intel

Linksys

Cable/DSL router

admin

Netgear

RT311

admin

1234

SonicWall

Any

admin

password

www.governmentsecurity.org/articles/DefaultLoginsandPasswordsforNetworkedDevices.php




To Review...




What to Believe?
Malware

Wireless

Backup

Passwords




You can be secure!*

* If you use your head, act caretully,
& understand that security
is a continuous process that never stops
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Thank you!

Email: scott@granneman.com
Web: www.granneman.com
Publications: www.granneman.com/pubs
Blog: www.ChainsawOnATireSwing.com

Twitter: scottgranneman
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Licensing of this work

This work is licensed under the Creative Commons Attribution-
ShareAlike License.

To view a copy of this license, visit
http://creativecommons.org/licenses/by-sa/1.0

or send a letter to Creative Commons, 559 Nathan Abbott Way,

Stanford, California 94305, USA.

In addition to the rights and restrictions common to all Creative
Commons licenses, the Attribution-ShareAlike License features the
following key conditions:

Attribution. The licensor permits others to copy, distribute, display, and
perform the work. In return, licensees must give the original author
credit.

Share Alike. The licensor permits others to distribute derivative works
under a license identical to the one that governs the licensor’s work.

Questions? Email scott@granneman.com




