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Notes & URLs for this presentation can be foundÉ 

È underneath the link to this slide on granneman.com 
È at Þles.granneman.com/presentations/ladue-chapel/

Security-Vulnerabilities.txt



www.granneman.com



Basics



WhatÕs security ?



ÒComputer security is the e! ort to create a secure 
computing platform, designed so that agents (users or 
programs) can only perform actions that have been 
allowed.Ó ÑWikipedia



Security is a process, not a product



CIA+



The C.I.A. triangle 

È ConÞdentiality 
È Integrity 
È Availability



The C.I.A. triangle expanded 

È ConÞdentiality 
È Integrity 
È Availability 

È Privacy 
È IdentiÞcation 
È Authentication 
È Authorization 
È Accountability



ConÞdentiality 

Only those with su" cient privileges may access 
speciÞed information



Integrity  

Ensures information is É 
È Whole 
È Complete 
È Uncorrupted 

Corruption can occur during É 
È Compilation 
È Storage 
È Transmission



Availability  

Information accessible to authorized users without 
interference or obstruction & in the required format 

ÒUsersÓ can be either people or computers



Privacy  

Information is used only for purposes known to the 
dataÕs owner



IdentiÞcation 

Ability to recognize individual users 

Essential to establishing levels of access & authorization



Authentication 

User proves their claimed identity



Authorization 

After identity is authenticated, assures that the user 
has been authorized by the proper authority to access, 
update, or delete information



Accountability 

Assurance that every action can be attributed back to a 
named person or an automated process, often through 
logging



Malware



Not every bad thing on a computer is a virus!



ÒMalware , short for malicious software , is any 
software used to disrupt computer operation, gather 
sensitive information, or gain access to private 
computer systemsÓ ÑWikipedia



Virus 

Worm  

Spyware 

Trojan Horse 

Rootkit 

Ransomware



Virus



Self-replicating 

Infects another program & uses that to spread 

Alters the way a computer operates



PC: Ò114,000 known viruses for PCs.Ó 
Mac: ÒPCs. But not Macs.Ó



PC: Ò114,000 known viruses for PCs.Ó 
Mac: ÒPCs. But not Macs.Ó



Worm



Self-replicating 

Uses a network to send copies of itself to other 
computers 

Spreads without human intervention



July 2001: Code Red worm infects 359,000 Microsoft 
Web servers 

Defaces websites to say ÒHELLO! Welcome to http://
www.worm.com! Hacked By Chinese!Ó



July 2001: Code Red worm infects 359,000 Microsoft 
Web servers 

Defaces websites to say ÒHELLO! Welcome to http://
www.worm.com! Hacked By Chinese!Ó



Spyware



Gathers information about you & your computer use 

Transmits information to an external entity without 
your knowledge or informed consent



Mac: ÒI run Mac OS X, so I donÕt have to worry about 
your spyware and viruses.Ó



Mac: ÒI run Mac OS X, so I donÕt have to worry about 
your spyware and viruses.Ó



How do you get spyware? 

1. You willingly install spyware-laden software 
2. Drive-by installs via your Web browser (much rarer 

nowadays)



KaZaA



9.4 Embedded Third Party Software 

9.4.1 Cydoor [is an] advertising delivery program, which may displa y É 
banner ads, e-commerce o! ers, news headlines and other value-added 
contentÉ 

9.4.2 TopSearch É regularly downloads an index of available Altnet content 
É which can be displayed in your search resultsÉ 

9.4.3 Bullguard P2P É guard[s] your computer from virus atta cks by 
quarantining and deleting Þles downloaded via P2P that may have a virusÉ 

9.4.4 GAIN AdServer É identiÞes your interests based on É your computer 
usage and uses that information to deliver advertising messages to youÉ 

9.4.5 InstaFinder É redirect[s] your URL typing errors to Inst aFinderÉ



Trojan Horse



Malicious program that 
disguises itself as 
legitimate software 

Looks harmless or useful, 
but hides something 
harmful (e.g., a rootkit or 
ransomware)



Troy  (2004)



Rootkit



Malware designed to give remote operator full control  
over a computer 

Masks its existence, often by modifying anti-malware 
software 

Very di" cult to detect





Only solution is usually to wipe the computer & 
reinstall everything



Ransomware











Ransomware  

È Malware that restricts access to an infected computer 
È Demands that the user pay a ransom to the malware 

operators via an anonymous payment system (e.g., 
Bitcoin) so they remove the restriction







Cryptoviral extortion 

È Ransomware that encrypts Þles on the systemÕs hard 
drive 

È User must pay ~$300 within ~72 hours 
È No ransom means the encryption key is deleted, so 

Þles are inaccessible forever



41% of victims choose to pay 

Di! erent ransomware operators have made between 
$3Ð27 million



Social 
Engineering



Social engineering, 
AKA, people will tell 
you anything if you 
sound authoritative



Ask



WhatÕs the easiest way to get sensitive information from 
people?



WhatÕs the easiest way to get sensitive information from 
people?

Just ask



ÒThis is campus IT support. WeÕve had a problem, & we 
need to reset everyoneÕs passwords on the network. 
WhatÕs your current username? Good. And your 
current password? OK, thanks. Your new password 
will be URGu11ib1e . Try that in 24 hours after weÕve 
Þxed the problem.Ó



Mallory posts an ad looking for a nanny 

References & full resumŽ required 

Alice responds, sending all info 

Mallory never responds to Alice 

ÒOh well,Ó Alice thinks 

Mallory  posts an ad looking for a job as a nanny



Look



WhatÕs another easy way to get sensitive information 
from people?



WhatÕs another easy way to get sensitive information 
from people?

Look for it



Bank statements 

Paycheck stubs 

Personal letters 

Applications 

Transcripts 

Org charts 

Contact lists 

Memos 

Reports 

Floppies 

CDs 

Hard drives 

Credit card 
statements

Garbage cans are a gold mine



The old Òpassword on a stickyÓ trick



Your network admin gets an anonymous call: people 
are posting passwords on sticky notes 

The word goes out to all employees: take down your 
sticky notes!

É&  the o" ce dumpster now overßows with password-
Þlled scraps of paper





WhatÕs a packet sni! er? 

A program and/or device that captures the data 
passing through a network 

È Where data is coming from!
È Where data is going!
È What the data is



www.wireshark.org























Firesheep 

Appeared October 27, 2010 

Firefox extension 

Makes cookie sidejacking easy















Conclusions



Educate yourself 
(& others!)



DonÕt feel overwhelmed



Thank you! 

scott@granneman.com 
www.granneman.com 
ChainsawOnATireSwing.com 
@scottgranneman
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Changelog 

2015-10-04 1.2 : Added, removed, & changed lots of 
content 
2015-03-25 1.1 : Moved to new theme



Licensing of this work 
This work is licensed under the Creative Commons Attributio n-ShareAlike 4.0 International License. 
!
To view a copy of this license, visit http://creativecommons.o rg/licenses/by-sa/4.0/. 

You are free to: 

È Share Ñ copy and redistribute the material in any medium or fo rmat 
È Adapt  Ñ remix, transform, and build upon the material for any purpose, even commercially 

Under the following terms: 

Attribution . You must give appropriate credit, provide a link to the l icense, and indicate if changes were made. 
You may do so in any reasonable manner, but not in any way that suggests the licensor endorses you or your 
use. Give credit to: 

Scott Granneman ¥ www.granneman.com ¥ scott@granneman.com 

Share Alike. If you remix, transform, or build upon the material, you must distribute your contributions under 
the same license as the original. 

No additional restrictions . You may not apply legal terms or technological measures that legally restrict others 
from doing anything the license permits. 

Questions? Email scott@granneman.com


