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Notes & URLSs for this presentation can be foundE

E underneath the link to this slide on granneman.com
E at Ples.granneman.com/presentations/ladue-chapel/
Security-Vulnerabillities.txt



Scott Granneman
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Interviews
Scott Granr in a Web development company in St. Louis, Missouri. Scott has written six books,

Ladue Chapel i pety
contributed ¢ aPe : r SecurityFocus and Linux Magazine. He is an Adjunct Professor at Washington University
in St. Louis{  EXPloring HTMLS & 1technology, security, web development, & the Internet. As a Principal of WebSanity, he

plans, devel Advanced CSS states using an open source, UNIX-based content management system. He has given

presentatiol  HTML to CSS to Responsive Web Design  Yeaking to people.
Responsive Web Design for Designers

Key E Web Design

Pages you’r Archived Presentations
Creative Commons License

Personal

e Publications
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Teaching

e Web Development Key Links
e Wash U: Website Design & Development Syllabus

e Webster U (Comp Sci): Intro to Web Programming Syllabus WWW- g ran n e m an : CO m

@ Open "http://www.granneman.com/presentations/" in a new tab or window ming Syllabus (8-Week)






WhatOsecurity ?



OComputer security is the ¢ ort to create a secure
computing platform, designed so that agents (users or
programs) can only perform actions that have been
allowed.O NWikipedia



Security Is aprocess, not a product






The C.1.A. triangle

E ConPdentiality
E Integrity
E Availabllity



The C.1.A. triangle expanded

E Conbdentiality
E Integrity
E Avallablility

E Privacy

E Identibcation
E Authentication
E Authorization
E Accountability



Conbdentiality

Only those with su” cient privileges may access
speciPed information



Inteqgrity

Ensures information is E
E Whole
E Complete
E Uncorrupted

Corruption can occur during E
E Compilation
E Storage
E Transmission



Avallablility

Information accessible to authorized users without
Interference or obstruction & In the required format

OUsersO can be eith@eople or computers



Privacy

Information Is used only for purposes known to the
dataOs owner



ldentiPcation
ADbility to recognize individual users

Essential to establishing levels of access & authorization



Authentication

User proves their claimed identity



Authorization

After identity Is authenticated, assures that the user
has been authorized by the proper authority to access,
update, or delete information



Accountability

Assurance that every action can be attributed back toa
named person or an automated process, often through

logging






Not every bad thing on a computer Is a virus!



Malware , short for malicious software , is any
software used to disrupt computer operation, gather
sensitive Information, or gain access to private
computer systemsO NWikipedia



Virus

worm
Spyware
Trojan Horse
Rootkit

Ransomware



VIrus



Self-replicating
Infects another program & uses that to spread

Alters the way a computer operates



PC: O114.000 known viruses for PCs.O
Mac: OPCs. But not Macs.O



PC: O114.000 known viruses for PCs.O
Mac: OPCs. But not Macs.O






Self-replicating

Uses a network to send copies of itself to other
computers

Spreads without human intervention



July 2001: Code Red worm infects 359,000 Microsoft
Web servers

Defaces websites to say OHELLO! Welcome to http://
www.worm.com! Hacked By Chinese!O



July 2001: Code Red worm infects 359,000 Microsoft
Web servers

Defaces websites to say OHELLO! Welcome to http://
www.worm.com! Hacked By Chinese!O






Gathers information about you & your computer use

Transmits information to an external entity without
your knowledge or informed consent



Mac: Ol run Mac OS X, so | donOt have to worry about
your spyware and viruses.O



Mac: Ol run Mac OS X, so | donOt have to worry about
your spyware and viruses.O



How do you get spyware?

1. You willingly install spyware-laden software
2. Drive-by Installs via your Web browser (much rarer
nowadays)



#4 Kazaa Media Desktop - [Search]

File View Player Favorites Tools Actions Help

@ YWeb My Kazaa n Theater Q Sea

C.\ New P2P Search

Peer Points

Trafﬁc . Shop
| QS h It::ld

Start | Pnik Floyd-Audio x Pink Floyd-Audio (11)x |

nownload single

unburst Freak”

DOWNLOADS

[fﬁ Tell & Friend
"'X Close Tabs
P2P Seaich

Quick Aduancedl | ¥ expand |

Search for:

F‘ink Floyd v I

Performing search, please wait...

File Type: .L"-.udio e I
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B andwidth Category
Unknown Other
The Wall Li...

brain dama...

Integrity
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0:25:44
0013@Ka 3:30:49
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Excellent

Artist:

Quality:

Integrity:

Size:

| Dirty Woman

WishYouWereHere

| Sorrow

. Empty Spaces

Right Mind

The Wall Part II
Money

Take It Back
Breathe

Hey You

If

Echoe

wish you were here ..,

Hey You

Excellent

Excellent

Pink Floyd
PinkFloyd
Pink Floyd
Pink Floyd

JPT Scare Band

Pink Floyd
Pink Floyd
Pink Floyd
Pink Floyd
Pink Floyd
Pink Floyd
Pink Floyd
Pink Floyd
Pink Floyd
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K++ A, ks

0:11:18
0:14:43
0:34:40
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0:20:29
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3:26:30
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0:19:46
1:15:15
0:10:15
0:15:06

The Wall
Unknown

PilEScER=

The Wall

Jamm Yapo...

Unknown
Unknown

The Division..
Dark Side of..
The Wall, L...
Live in Lon...

Meddle
Unknown
The Wall

Acid

Other

Rock

Rock
Psychadelic

Blues

Rock
Other
Other
Rock
Other

Classic Rock

FEEREEEEEE)

Run Like Hell Pink 4,111KB soloperte@K... 9:08:10 The Wall Classic Rock

Webh Seaich

Love and Dating v\x_ P

= Channel Directory H Hip Hop Channel € G-Spot D Love & Dating @ AirArena () One Love

| — [=] Download Your MP3's from Am

_ | Access All Your Files ] Check Your Email | Download Music

Use All Your Programs |_ | Print Remotely [




9.4 Embedded Third Party Software

9.4.1 Cydoor [is an] advertising delivery program, which may display E
banner ads, e-commerce 0 ers, news headlines and other value-added
contentke

9.4.2 TopSearch E regularly downloads an Index of avallable Altnet content
E which can be displayed in your search resultsk

9.4.3 Bullguard P2P E guard[s] your computer from virus atta cks by ,
guarantining and deleting Ples downloaded via P2P that may have a virusk

9.4.4 GAIN AdServer E identiPes your interests based on E your computer
usage and uses that information to deliver advertising messages to youk

9.4.5 InstaFinder E redirect[s] your URL typing errors to Inst aFinderE



Trojan Horse



Malicious program that
disguises Itself as
legitimate software

Looks harmless or useful,
but hides something
harmful (e.g., a rootkit or
ransomware)
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RoOtKiIt




Malware designed to give remote operator full control
over a computer

Masks Its existence, often by modifying anti-malware
software

Very di" cult to detect



Malwarebytes Anti-Rootkit BE

OvA Malwarebytes

Overview Scan System:

Introduction Scan Progress:
Update CAWINDOWS\Fonts\ega303869.fon
Scan System

Cleanup

Malware Found: 3

Disk Size: 42949672960 bytes
Sector size: 512 bytes

Scanning physical sectors of unpartitioned space on drive 0
(1-2047-83866080-83886080)...

Sectors 1 - 107 --> [Forged physical sectors]
Done!
Performing system, memory and registry scan...

Infected: c:\Users\Labuser\AppData\Lccal\Temp\msimg32.dll --> .
[Rootkit.0Access] v

Scan targets:
Drivers Cancel

Warning: Malware found!




Only solution Is usually to wipe the computer &
reinstall everything



Ransomware



CryptoLocker

Private key will be destroyed on

10/20/2013
12:37 PM

Time left

72:34:50

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here is 3 complete list of encrypted fies, and you can personaly verify
this.

Encryption was produced using 3 unique public key RSA-2048 generated for this
computer. To decrypt the files you need to obtain the private key.

The single copy of the private key, which wil allow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which wil automaticaly decrypt files, you
need to pay 300 USD / 300 EUR / smilar amount in another currency.

Click «Next» to select the method of payment.

Any attempt to remove or damage this software will lead to the immediate

destruction of the private key by server.




Payment for private key

bitcoin

e Choose the amount of payment:

I BTC I

e Send coins to the following address:

Attention! B P

i Make sure that yvou enter the payment information correctly! Each incorrect attempt will reduce the time to destroy the private key in half!

Are vou sure you entered your payment information correctly?

Time left

43 : 30: 40




Private key will be destroyed on

10/13/2013
1:21 PM

Time left

123317

Payment for private key

Choose a convenient payment method and click «Next»:

bitcoin

Bitcoin is 3 cryptocurrency where the creation and transfer of bitcoins is based on an
open-source cryptographic protocol that is independent of any central authority.
Bitcoins can be transferred through a computer or smartphone without an intermediate

financial institution.

You have to send 2 BTC to Bitcoin address

N - | specify the Transaction ID on the

next page, which will be verified and confirmed.

Home Page
Getting started with Bitcoin




i
, > CryptoLocker

Files decryption

Your payment information is activated!

Search and recovery of encrypted files!

== Decrypting previously encrypted files <-
Scanning all disks for encrypted fikes

CADocurmants and Settings\AdminstratoryMy DocumantsiMy Picturesy,, \P1010459, PG

BT

Files scanned: 0931
Files recovered: Q31
Errors; 0



Ransomware

E Malware that restricts access to an infected computer
E Demands that the user pay a ransom to the malware
operators via an anonymous payment system (e.g.,

Bitcoin) so they remove the restriction



bl
FEDERAL BUREAU OF INVESTIGATION

All activity of this computer has been recorded
If you use a webcam , videos and pictures were saved for identification

Video-recording: ON

You can be clearly identified by resolving your IP address and the associated hostname

Your IP Adress:
Your Hostname:
Location:

Your Computer has been locked!

The work of your computer has been suspended on the grounds of unauthorized
cyberactivity.

Described below are possible violations, you have made:

Article 274 - Copyright
A fine or imprisonment for the term of up to 4 years
{The use or sharing of copyrighted files — movies, software)

Article 183 - Pornography
A fine or imprisonment for the term of up to 2 years
{The use or distribution of pornographic files)

Article 184 - Pornography involving children {(under 18 years)
Imprisonment for the term of up to 15 years
{The use or distribution of pornographic files)

Article 104 - Promoting Terrorism
Imprisonment for the term of up to 25 years
{You have visited websites of terrorist organizations)

Article 297 — Neglect computer use, entailing serious consequences
A fine or imprisonment for the term of up to 2 years .
{Your computer has been infected with a virus, which, in turn, infected other computers)

Article 108 - Gambling

A fine or imprisonment for the term of up to 2 years

{You have been gambling, but according to the law residents of the your country are not
allowed gambling in any format)

In connection with the decision of the Government as of August 22, all of the viclations
described above could be considered as conditional in case of payment of a fine.

Amount of the fine is $200. Payment must be made within 48 hours after the discovery of

the violation.
If the fine has not been paid, you will become the subject of criminal prosecution.

After paying the fine your computer will be unblocked

To unlock your computer and to avoid other legal consequences, you are obligated to pay a release fee of $200,

1.

freen MoneyPak

Exchange your cash for a MoneyPak voucher and
use your voucher code in form below.

Code: ||

1|23 [ 4l 5] 6l 7|8l 9lol

Please note: This fine may only be paid within 48 hours, if you let 48 hours
pass without payment, the possibility of unlocking your computer expires.

In this case a criminal case against you will be initiated automatically.

it's probably a scam. If a criminal gets your
ni 2en Dot is not responsible to pay you

Where can I buy
MoneyPak

7 5B K

Kkmart

CVS/pharmacy
Walgreena

Walmart

Save money. Live better

100%

Secure Payments



YOUR COMPUTER HAS BEEN LOCKED!

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child

pornography! Spam-messages with terrorist motives were also sent from

your computer.
This computer lock is aimed to stop your illegal activity.

To unlock the computer you are obliged to pay a fine of $200.

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through
To pay the fine, you should enter the digits resulting code, which is
located on the back of your = ... in the payment form and press

OK (if you have several codes, enter them one after the other and press
OK)




Cryptoviral extortion

E Ransomware that encrypts bles on the systemOs hard
drive

E User must pay ~$300 within ~72 hours

E No ransom means the encryption key is deleted, so
ples are Inaccessible forever



41% of victims choose to pay

Di! erent ransomware operators have made between
$3D27 million



Social
Engineering




Social engineering,
AKA, people will tell
you anything If you
sound authoritative







WhatOs the easiest way to get sensitive information from
people?



WhatOs the easiest way to get sensitive information from
people?

Just ask



OThis is campus IT support. WeOve had a problem, & we
need to reset everyoneOs passwords on the network.
WhatOs your current username? Good. And your
current password? OK, thanks. Your new password
will be URGu11lible. Try that in 24 hours after weOve
bxed the problem.O



Mallory posts an ad looking for a nanny
References & full resumZ required
Alice responds, sending all info

Mallory never responds to Alice

OOh well,O Alice thinks

Mallory posts an ad looking for a job as a nanny



| 00K



WhatOs another easy way to get sensitive information
from people?



WhatOs another easy way to get sensitive information
from people?

ook for It



Bank statements
Paycheck stubs
Personal letters
Applications

Transcripts

Org charts
Contact lists
Memos
Reports

Floppies

Garbage cans are a gold mine

CDs

Hard drives

Credit card
statements



The old Opassword on a stickyO trick



Your network admin gets an anonymous call: people
are posting passwords on sticky notes

The word goes out to all employees:take down your
sticky notes!

E& the 0" ce dumpster now overRows with password-
Plled scraps of paper






WhatOs aacket sni! er?

A program and/or device that captures the data
passing through a network

E Where data is coming from!
E Where data Is goind
E What the data Is



www.wireshark.org









v, {@ CUntitled) - Ethereal (A%

D BEHxR®E Rers DTS QAQAQA PDHEX ©

@Eilter_'imapcontains LOGIN v I <‘-':}= Expression.. ‘h,gear Qf Apply

No. Time Source Destination ‘ratocal | Info I
392 46.193576 66.39.82.33 192.168. 2. 111 I Map Response: * 0K [CAPABILITY IMAP4REV] LITERAL+ SASL-IR LOGIN-REFERRALS AUTH=LOGIN] g
395 46.254800 66.39.82.33 192.168. 2. 111 [Map Response: * CAPABILITY IMAP4REV] LITERAL+ IDLE NAMESPACE MAILBOX-REFERRALS BINARY U
g . 2hbU . 5. 2. bbh.3Y. 0. N equest: 1L

LR B R R

Frame 396 (938 bytes on wire, 98 bytes captured)
Ethernet II, Src: 00:02:2d:2b:e7:34, Dst: 00:0f:3d:84:d4: 37
Internet Protocol, Src Addr: 192.168.2.111 (192.168.2.111), Dst Addr: 66.39.82.33 (66.39.82.33)

Transmission Control Protocol, Src Port: 50527 (50527), Dst Port: imap2 (143), Seq: 15, Ack: 371, Len: 32

W NL NN TN,

Internet Message Access Protocol

4 42 aaa

Jo00 00 Of 3d 84 dd 37 00 02 2d 2b o7 34 063 00 45 00 =i 4. =+ 4. . E. A

010 00 54 fc 1le 40 00 40 06 eF 25 cO a8 02 6f 42 27 . T1..0.@. .%...0B' [t

3020 52 21 c5 5¥ 00 8f 90 7f de ed fl 3 df ce 80 18 R!'. .... ...4....

030 07 cc cd 8f OO0 00 01 01 03 03 00 29 23 9d 82 64 ........ ol F

3040 S5 10 31 20 dc 4f 47 49 de 20 22 73 63 6F 74 74 1 LOGI N "

J050 22 20 22 S5c 5¢c 30 37 29 69 4f 54 61 26 S5c Sc 22 ok

3060 0d 03 |
v

[ File: (Untitled) 1185 KB 00:01:51 Drops: 0 P I711D:3 M: 0



- Yala N\ 20100511.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

SN EEXTE A ePN T D

N Filter: ||http contains facebook

EE & Q&F

Clea[I ADDIY‘

" “=Expression...

No.

‘Time

‘Source

‘Destination

|Protocol | Info

13 6.294614

192.168.1.114

66.220.145.13

HTTP

GET /ajax/intent.p

GET /x/3806658556/false/p 504568267 =3 HTTP/l 1

168 106.564880 192.168.1.114 69.63.176.174
364 272.187522 192.168.1.114 69.63.176.174 HTTP GET /x/2004290339/false/p_504568267=3 HTTP/L.1
4334 298.940663 192.168.1.139 66.220.145.35 HTTP GET /p HTTP/1l.1
4336 299.056349 192.168.1.139 66.220.145.35 HTTP GET /x/1262269691/false/p_1158900097=29 HTTP/1.1
4349 299,223074 192.168.1, 139 69.63.189.34 HTTP GET /ajax/presence/reconnect.php?__a=l&reason=0&1frame loaded=t
1

4432

299,

514930

192.

168.

9L

66

. 220.145.35

HTTP

GET /xl3366637175/false/p 1158900097=0 HTTP/l l

4444

299,

732803

192.

168.

A3

69.

63.189. 34

HTTP

(application/x-v

POST /ajax/chat/buddy llst php7 a=1 HTTP/l 1

1
4760 302.490790 192.168.1. 139 69.63.189. 34 HTTP GET /ajax/chat/history.php? a= 1&1d=1348823550 HTTP/L.1
5088 305.877586 192.168.1.114 69.63.189.31 HTTP GET /ajax/intent.php?_ _a=l&filter=h&pending=true&request type=]
6639 324.4063128 192.168.1. 139 77.67.87.122 HTTP GET /hprofile-ak-sf2p/hs649.snc3/27486_106000479785789_586_q. jr
7053 335.333305 192.168.1. 139 77.67.87.122 HTTP GET /horofile-ak-sf2n/hs309.ash1/23244 883125579 9824 a.1ipa HT1 ¥
« & . L
Keep-Alive: 115\r\n 4
Connection: Kkeep-alive\r\n

X-SVN-Rev: 244938\r\n

[truncated] Cookile:

__utma=87286159.1316193368.

1226010709, 1257630126.1257734728.87, datr=1233161259-6735bad27950d744d12188668d8da792d7bleb028CClC‘E]

\r\n -
«€ : >
Ulou 30 39 24 3L ZC /O /94 00 42U 30 30 /7L 30U 33U ZE 3/ Y- L, ULl -sygq=vu.7 T A
0lcO0 2c 2a 3b 71 3d 30 2e 37 0Od 0Ga 4b 65 65 70 2d 41 ,*;q=0.7 ..Keep-A
01d0 6¢ 69 76 65 3a 20 31 31 35 0d Oa 43 6f 6e 6e 65 live: 11 5..Conne
0le0 63 74 69 6T 6e 3a 20 6b 65 65 70 2d 61 6¢c 69 76 ction: K eep-aliv
01f0 65 0d 0a 58 2d 53 56 4e 2d 52 65 76 3a 20 32 34 e..X-SVN -Rev: 24
0200 34 39 33 38 0d 0a 52 65 66 65 72 65 72 3a 20 68 4938..Re ferer: h
0210 74 74 76 3a 2f 2f 77 77 77 2e 66 61 63 65 62 6f ttp://ww w.facebo U
0220 6f 6b 2e 63 6Ff 6d 2f 70 72 6f 66 69 6¢c 65 2e 70 ok.com/p rofile.p
0230 68 70 3f 69 64 3d 35 30 34 35 36 38 32 36 37 26 hp?71d=50 4568267&
0240 76 3d 77 61 6¢c 6¢c 26 73 74 6f 72 79 5f 66 62 69 v=wallé&s tory_fbi
0250 64 3d 31 31 38 33 38 34 38 33 34 38 36 31 34 33 d=118384 83486143
0260 39 06d 0a 43 6f 6f 6b 69 65 3a 20 5f 5f 75 74 6d 9..Cook1l e: utm
0270 61 3d 38 37 32 38 36 31 35 39 2e 31 33 31 36 31 a=872861 59.13161
0280 39 33 33 36 38 2e 31 32 32 36 30 31 30 37 30 39 93368.12 26010709
0290 2e 31 32 35 37 36 33 30 31 32 36 2e 31 32 35 37 . 1257630 126.1257 4

@|HT TP Referer (http.referer),

| Packets: 52773 Displayed: 133 Marked: 0

| Profile: Default




— — o~

File Edit View Go Capture Analyze Statistics Telephony Tools Help

aal G @ @&l

B X 2 &5

N 20100511.pcap - Wireshark

>
G2

I Filter: || http contains facebook

No. . |Time

‘ Source

v| “=Expression...

c— - 0:\+Jo
B

! CIeaL| '- 'Applv‘

‘ Destination

‘Protocol‘ Info

13 6.294614
168 106.564880

364 272.187522
4334 298.940663
4336 299.056349
4349 299.223074
4432 299.514930
4444 299,732803
4760 302.490790
5088 305.877586

6639 324.403128
7053 335.333305

1920 1681 lﬂ 114

66.220. 145. 13
.63.176.174

.63.176.174
.220.145.35
.220, 145,35
.63.189. 34
220, 145.35
.63.189.34
.63.189. 34
.63.189,31

.67.87.122
.67.87.122

Keep-Alive: 115\r\n

Connection: keep-alive\r\n

X-SVN-Rev: 244938\ r\n

Referer: http://www.facebook.com/profile.php?1d=504568267&v=wall&story|

[truncated] Cookie:
\r\n

Mark Packet (toggle)
> Set Time Reference (toggle)

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation

Follow TCP Stream

Copy

__utma=87286159.1316193368, 1226010709. 1257630126. 1. i Decode As...

«

0000 00 21 29 ¢8 /1 84
0010 04 cf 51 22 406 06
0020 91 0d e8 25 06 50
0030 ff ff 7b af 00 0G
0040 8d fl 47 45 54 206
0050 6e 74 2e 70 68 706
0060 74 65 72 3d 68 26
0070 75 65 26 72 65 71
0080 31 20 48 54 54 50
0090 3a 20 77 77 77 2e
00a0 6f 6d 0d 0a 55 73
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*Nalé N\ Follow TCP Stream

Stream Content

GET /ajax/intent.php? a=l&filter=h&pending=true&request type=1 HTTP/1l.1 »
Host: www.facebook.com |
User-Agent: Mozilla/5.0 (Macintosh; U; Intel Mac 0S X 10.5; en-US; rv:1.9.2.3) Gecko/20100401 Firefox/3.6.3
Accept: text/html,application/xhtml+xml, application/xml;q=0.9, */*;q=0.8

Accept-Language: en-us,en;q=0.5 -
Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;q=0.7,*;q=0.7

Keep-Alive: 115

Connection: keep-alive

X-SVN-Rev: 244938

Referer: http://www.facebook.com/profile.php?1d=504568267&v=wall&story fbi1d=118384834861439

Cookie: utma=87286159.1316193368.1226010709.1257630126.1257734728.87;

datr=1233161259-6735bad27950d744d1218866ad8da792d7bleb02acc1lc44d0580c; Ixe=yunicornechu%40yahoo.com; xs5=6937dd979d5f3e2aed4ed4ae22912f65c9;
Lo=hExjwWSXqwGyly5VASXeUeQ; 1xr=1; locale=en US; c user=504568267; sct=1272591608; sid=3; x-referer=http%s3A%s2F%s2Fwww.facebook.comes2F%s3Fref%
3Dlogo%23%2Fprofile. php%s3F1d%s3D504568267%26ve3Dwall%26story fb1d%s3D0118384834861439;
presence=D]273608322G14H0OL504568267A3BF273608325110WMbLcMsndPBblLoMbvtP273590669BctP273604456BsbPBtA 7bQBuctP273608321BsSA0QBbLADacA29vV27360
82227284BLcPBcvrADrA0.96BtsP273588495QQQ; cur max lag=2; e=n
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