Laugh When Disaster Strikes
Backup Methods & Procedures

Washington University in St. Louis
R. Scott Granneman

scott@granneman.com
WWww.granneman.com

3
rtain trictions
For full licensing info last slide/page.

Accessibility

Security

Wednesday, October 3, 12




How much data
can you afford to lose

1 hour?
1 day?
1 week?

A problem has been detected and windows has been shut down to prevent damage
Lo your computer.

DRIVER_TRQL_NOT_LESS_OR_EQUAL

If this is the first time you've seen this Stop error screen,
restart you computer, If this screen appears again, follow
these steps:

check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to ramove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe Mode.

rechnical information:

% STOP: Ox000000D1 (OX0000000C, O: 002, 0x00000000, 0XFB6B5AB9)

-1 gv3.sys - Address F86B5AB9 base at F86B5000, Datestamp 3dd99leb

geginning dump of physical memory

Physical mamory dump complete.

Zontact your system administrator or technical support group for further
assistance.
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Backing Up
Data:

Online

amazon
webservices™

Amazon S3
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amazon
webservices"

Simple Storage Service

Files can be public or private

Automatic torrents:
append 7torrent to file’s URL

Amazon provides the service,
not the software

Storage
Starts at $0.125/GB 15t TB/month

Data Transfer
v $0/GB in
v' Starts at $0/GB 1st GB/month out

v $0.12/GB up to 10 TB/month out

Requests
v $0.01/1000 PUT, COPY, POST, LIST
v $0.01/10,000 GET
v $0.00 DELETE

. . . . .
amazon " "
webservices" - -

Number of Objects Stored at S3 Am azon S 3
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Dropbox

The following video is old,
but still shows the main features
of Dropbox

Dropbox is no longer in beta

The URL is now www.dropbox.com
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Uropnox
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Dropbox !

Drophox

128-bit SSL encryption
during transport

Data encryption
using 256-bit AES

New & changed files
automatically uploaded

30 day archive
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2 GB = free
50 100 GB = $100/year
1060 200 GB = $200/year
http://www.dropbox.com

Uropnox

Good for backup

Great for collaboration
& syncing

If you decide to sign up,
please use this link

http://db.tt/P4fnana
I get 500 MB of free space!
(& you get an extra 250 MB!)
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Q BACKBLAZE

Backblaze

& BACKBLAZE

Q BACKBLAZE
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Q BACKBLAZE

128-bit SSL encryption
during transport

Data encryption with AES

New & changed files
automatically uploaded

Will not back up applications, ISOs,
or Time Machine drives

30 day archive

& BACKBLAZE

On Macs,
correctly backs up & restores
file resource forks, types,
creator, creation date,
& modification date

& BACKBLAZE Data recovery

v' Online download
v Order data on DVD ($99)
v Order data on external hard drive
($189 for 500 GB)

Restore Easily
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Q BACKBLAZE

& BACKBLAZE

2 GB = free
Unlimited = $50/year

http://www.backblaze.com

CrashPlan
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PLAN

Home and Home Office Business and Enterprise

Change Fie Selection
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Back Up betwoen your Compusers. Lapiop 1o deskap, home 10 ofice, Mac to PC... & all wosks!

Back up drectly 10 an attached drive. Move e % 8 remate PC 1o contnus ofslis protecton

Back up to your tavorite thed-party povder orine

Deep Thought

128-bit SSL encryption
during transport

Data encryption
with 128-bit Blowfish
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soLarls

1 PC/$54/year
All PCs/$100/year
Unlimited data

Others
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Carbonite

http://www.carbonite.com

»
SugarSync&

SugarSync

http://www.sugarsync.com

Box.net
http://www.box.net
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Wuala

http://www.wuala.com

Personally, I use
Dropbox
CrashPlan
Amazon S3

Backing Up
Data:
Local
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Time Machine
s
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Backup and Restore

Cegter
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K 40 Back Up Foes

Save settngs and tart backup

Cannot specify files or folders
to be backed up or skipped

Backup |Backup | Complete
Personal|System PC Alg;gl{ited
Files Files | Backup p
--
Home
Premium
Business -
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CrashPlan
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Carbon Copy Cloner

g
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Backup to local or network storage

Backup to drives or images
Scheduled backups
$40
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Free

v $28
v' Scheduled backups
v’ Smart Update
v' Scripting
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Backup & restore
to local or network storage

Ghost (home) $70

Ghost (corporate) $39
5-1000 licenses

http://www.ghost.com
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B pick a Task
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$50 for Home
$83 for Workstation
$853 for Server
etc.

NOKC Free Softesre Labs, Taiwam

Clomoz nodn
esClomezilla is free (GFL) sof with ABSOLUTE N WARRANTY=s
Choose the node:

entire,
saveparts 8 partitions
restoroparts Bestore_clieat_partitions

it Exit. Ewtor connand §ime pronpt

<> Cancel>
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NOKC Free Softesre Labs, Taiwam

Mount clomeziilo inoge directory

Mhere 15 Clomezilla imge is saved to or reod fron 7 Now we seed to nount that device or
rerote resources as /hone/partineg.

Choose the mode:

s3h_server Mount SSH servwr

sanba_server Mount SRHER server

nfs_server Mount NS sorver

onter_shell Entor connand |ime pronpt. Do it nanaally
wkip Usn wxisting /bone/partinag (nenory disk, t

<Cancol>

Free & open source

http://clonezilla.org

Filesystems
v ext2
v ext3

v ReiserFS
v XFS
v JES
v FAT
v NTFS
v HFS+
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Data saved to:
v Local storage
v SSH server
v Samba Server
v NFS share

Clonezilla Live

v Single machine backup & restore

Clonezilla SE (Server Edition)
v' Massive deployment
v Clone 40+ PCs simultaneously
(5.6 GB image to 41 PCs
in 10 minutes)

Others

Wednesday, October 3, 12



+2Lree computer :Loma solution +

FOG
(Free Open-Source Ghost)

http://fogproject.org

Iz

http://en.wikipedia.org/wiki/
List of disk cloning software

Methods,
Media,
& Models
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JaznJo
JaznJd
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Backup Online Restore Easily
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Models

Unstructured

v Stack of disks or media
v' Minimal info about
what was backed up, when
v Easiest to implement
v Least likely for recoverability

Full + Incremental

v Full backup,
followed by incremental backups
v' Restoration complicated:
full backup + increments
to given time
v Very common method
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Continuous

v Every change logged & backed up
v Bytes or blocks saved, not files

Final

Thoughts

Backup locally & off-site
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Backup locally & off-site
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Backup locally & off-site

Open formats are better
than closed, proprietary formats
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Encrypt sensitive backups

Test your backup!

Thank you!

Email: scott@granneman.com

Web: www.granneman.com

Publications: www.granneman.com/pubs

Blog: blog.granneman.com

Twitter: @scottgranneman
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Licensing of this work

This work is licensed under the Creative Commons Attribution-ShareAlike
License.

To view a copy of this licens
http://creativecommons.org/licenses/by-sa/1.0

or send a letter to Creative Commons, 559 Nathan Abbott Way, Stanford,

California 94305, USA.

In addition to the rights and restrictions common to all Creative Comr

licenses, the Attribution-ShareAlike License features the following k
conditions:

Share Alike. The licensor permits others to distribute derivative works
under a license identical to the one that governs the licenso

Questions? Email scott@granneman.com
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